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We study the problem of secret key distillation from bipartite states in the scenario where Alice and
Bob can perform measurements only at the single-copy level and classically process the obtained
outcomes. Even with these limitations, secret bits can be asymptotically distilled by the honest parties
from any two-qubit entangled state, under any individual attack. Our results point out a complete
equivalence between two-qubit entanglement and secure key distribution: a key can be established
through a one-qubit channel if and only if it allows one to distribute entanglement. These results can be
generalized to a higher dimension for all those states that are one-copy distillable.
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Quantum correlations or entanglement is the basic ingredient for many applications of quantum information
theory [1]. By exploiting the correlations of entangled
states, one can perform tasks that are impossible in classical information theory. Quantum cryptography [2], or
more precisely quantum key distribution, is the most
successful quantum information application, due to its
experimental feasibility with present-day technology.
Although entanglement is not required for a secure key
distribution [3], there exist proposals using entangled
states [4]. Indeed, it is unclear which role entanglement
plays in quantum cryptography protocols. In this work,
we analyze the problem of secret key extraction in the
following scenario: after a distribution stage, two honest
parties, Alice and Bob, share a quantum state. This state
is translated into a probability distribution by local measurements at the single-copy level, and the obtained outcomes are processed in order to distill a secret key. We
denote by SIMCAP this single-copy measurements plus
classical processing scenario. This is a common scenario
in quantum information applications, where useful correlations are distributed between two or more parties by
means of entangled states. For two-qubit systems and
individual attacks, we prove that Alice and Bob can distill
a key by a SIMCAP protocol if and only if they initially
share an entangled state. Thus, two-qubit entanglement is
indeed equivalent to secure key distribution.
Our result links the security of one-qubit channels with
their entanglement capability. In the usual formulation of
quantum cryptography, first a protocol for key distribution is proposed and later possible eavesdropping attacks
on it are analyzed. However, one can reverse this standard
presentation and, after specifying an eavesdropping attack, look for a secure key distribution protocol. This is
indeed closer to what happens in a practical situation: the
honest parties are connected by a given channel, denoted
by , that is fixed and known. It depends on experimental
parameters such as, for instance, dark counts or optical
imperfections, and is the only nonlocal quantum resource
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Alice and Bob share. From the quantum cryptography
point of view, it is conservatively assumed that Eve has
total access to the channel. This means that the definition
of the quantum channel is equivalent to specify Eve’s
interaction with the sent states. When does a given channel allow the honest parties to securely establish a secret
key in the SIMCAP scenario? Our results imply that a
one-qubit channel is secure as soon as it allows entanglement distribution. Moving to a higher dimension, our
results immediately hold for all those bipartitie states,
and corresponding channels, that are one-copy distillable.
Thus, they suggest a complete equivalence between distillable entanglement and secure key distribution.
Let us start with the simplest case of two qubits. A twoqubit entangled state is locally prepared by Alice and one
of the two qubits is sent to Bob through a quantum
channel. Since the channel is not perfect, Alice and
Bob end with a two-qubit mixed state, AB [5]. They
attribute the channel to the eavesdropper, Eve, who interacts with the sent qubits. We assume, as is often done in
many works on quantum cryptography, that Eve applies
an individual attack: she lets independent auxiliary systems interact with each qubit and measures each system
before the key extraction process [6]. Since Eve has perfect control on her interaction, the global state of the
system is pure, jABE i. The state shared by Alice and
Bob is AB  trjABE ihABE j, while the global pure
state including Eve reads
jABE i 

r
X
p
ri jiijie i;

(1)

i1

where jABE i 2 C2 C2 Cr , fri ; jiig define the spectrum of AB , r is its rank, and ie is an orthonormal basis
on Eve’s space. By computing the Schmidt decomposition
with respect to the partition AB E, one can easily
~ ABE i 2 C2 C2 CdE , where
see that any other state j
~
~ ABE j  AB , is comdE r, such that trE jABE ih
pletely equivalent to jABE i.
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If AB is entangled, one can consider the following
fully quantum protocol for key distribution. The honest
parties run a quantum distillation protocol [7] that transforms many copies of the initial entangled state into fewer
copies of a maximally entangled state [8]. In this way,
Eve becomes uncorrelated to Alice and Bob, who can
safely measure in one basis, say z, and obtain the secret
key. Note that in these protocols the honest parties must
be able to perform quantum operations on several copies
of their local states. This is in strong contrast to the
SIMCAP scenario where all the collective actions are
performed at the classical level, while quantum physics
is used only for the correlation distribution. Does this
limit the possibililty of distilling a key?
It is worth mentioning here that the experimental
requirements for the SIMCAP protocols are definitely
less stringent for quantum distillation protocols. In particular, no quantum memory is needed, avoiding decoherence problems. Moreover, our scenario reflects
precisely what is feasible with current technology, in
contrast to joint operations and quantum memories,
which are impossible on a large scale even in the near
future.
Theorem: Consider the situation in which Alice and
Bob share unlimited many instances of a two-qubit state,
AB . Under individual attacks, they can distill a secret
key from them by measurements at the single-copy level
and classical processing of the outcomes if and only if
AB is entangled.
Proof: It was shown in [9] that there exists a unique
local filtering operation, FA FB with FAy FA  12 and
FBy FB  12 , mapping with some probability any twoqubit state into a state diagonal in a Bell basis [10],
0AB 1 j

 ih

j

 2 j ih j

 3 j ih j  4 j

ih

j:

(2)

The local bases can be chosen such that j  i is the
eigenvector associated with the largest eigenvalue, 1 
maxfi g. This transformation maps entangled states
into entangled Bell diagonal states [9]. After applying
this filtering operation to AB , the honest parties share a
Bell diagonal state (2), while the global state is
j0ABE i  1 j

 ij1i

 2 j ij2i

 3 j ij3i  4 j ij4i;
(3)
p
with i  i . Since the positivity of the partial transposition [11] is a necessary and sufficient condition for
separability in C2 C2 systems, 0AB is entangled if and
only if
1 > 2  3  4  1

1 :

(4)

After a successful local filtering, Alice and Bob measure
0AB in the z basis, obtaining a partially correlated list of
symbols, fai g and fbi g. The measurements in the z basis
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terminate the measurement step in the SIMCAP distillation protocol [12]. From Eq. (3), Eve’s non-normalized
states, jeAB i, depending on Alice and Bob’s results are,
where R  0; 1; ,
1
jeRR i  p 1 j1i   1R 4 j4i;
2
1
jeR1 R i  p 2 j2i   1R 3 j3i:
2

(5)

Note that Eve knows in a deterministic way whether Alice
and Bob differ in their measurement outcomes (which
implies IAE  IBE ). This happens with probability
B  ke01 k2  ke10 k2  2  3 ;

(6)

which is Bob’s error probability.
In order to classically distill a key, Alice and Bob will
now apply the advantage distillation protocol described in
Ref. [13] to their measurement outcomes. If the state is
close to j  i, the mutual information between the honest
parties, IAB , is larger than Eve’s information, IE 
minIAE ; IBE . Then, no advantage distillation protocol
is, in principle, required, since privacy amplification
[14], a more efficient key distillation protocol, suffices.
Nevertheless, we deal with advantage distillation protocols because they allow us to extract a key even in
situations where IAB  IE [15]. The advantage distillation
protocol works as follows: if Alice wants to establish the
bit x with Bob, she randomly takes N items from her list
of symbols, a~  a1 ; a2 ; . . . ; aN , and sends to Bob the
vector x~ such that ai  xi  xmod2; 8i  1; . . . ; N, plus
the information about the chosen symbols. Bob computes
bi  xi , and whenever he obtains the same result, bi 
xi  y; 8i, he accepts the bit. If not, the symbols are
discarded and the process is repeated for a new vector
of length N. Bob’s error probability is now [13]

N
B N
B
BN 

;
(7)
1 B
1 B N  B N
that tends to an equality for N ! 1.
Notice that for large N, x  y with very high probability. Hence we concentrate on the states jei i  jeii i=keii k
and denote Ei the corresponding projectors. Eve
applies generalized measurements (positive-operatorP
valued measurements) of M outcomes, i Mi  12 with
Mi > 0, trying to acquire information about these states.
Indeed, since a~ is chosen at random, we assume Eve’s
measurement to be the same for all qubits without loosing
generality. Moreover, any generic measurement can be
seen as a measurement consisting of rank-one operators
where some of the outcomes are later combined, so we
can take Mi  jmi ihmi j; 8i, with kmi k  1. After the
measurements, Eve uses all the information collected
from the N symbols for guessing x. From x~ , she knows
that the bit string was equal to a~  a1 ; a2 ; . . . ; aN  or
to a~ 0  1 a1 ; 1 a2 ; . . . ; 1 aN , corresponding to
167901-2

week ending
17 OCTOBER 2003

PHYSICA L R EVIEW LET T ERS

VOLUME 91, N UMBER 16

1 x. Independently of her decision stategy, there are instances where she will make an error. For example, when the
number of zeros in a~ is the same as the number of ones (the same holds for a~ 0 ), and the number of times any measurement
outcome has been obtained is the same for zeros and ones [16]. These events do not give her any information about x, so
she is forced to guess and makes a mistake with probability 1=2. Therefore, her error probability is bounded by




2nM
1 1 X
N!
2n1
n1
n1
EN
M

trE
M




(8)
trE
trE0 MM nM trE1 MM nM ;
0 1
1 1
2 2N n1 ;...;nM 2n1 ! . . . 2nM ! n1
nM
P
with 2 i ni  N. The factor 1=2N takes into account the
number of possible vectors a~ , while the combinatorial
terms count the number of vectors satisfying our requirements. When N is large, one can approximate the conbinatorial term 2ni !=ni !2 ’ 22ni and then
EN *

M
Y
1X
N!
trE0 Mi trE1 Mi ni :
2 ni 2n1 ! . . . 2nM ! i 1

(9)
In the same limit, this sum is equal to
 M pN
1 1 X
EN * M 1
trE0 Mi trE1 Mi  :
22
i1

(10)

Since Mi are rank-one operators,
M p
M
X
X
jhe0 jMi je1 ij
trE0 Mi trE1 Mi  
i1

AB  12

j
(11)

(13)

is entangled. Alice can then prepare the state j i locally
and send half of it to Bob through the noisy channel .
After this distribution stage, the honest parties run the
presented SIMCAP protocol and distill a secret key from
AB . Two points deserve to be mentioned here. First, note
that if one places the state preparation on Alice’s side, she
can start with the state ‘‘as if it had passed her filter.’’ And
second, there is actually no need of entanglement in the
protocol. Indeed, it can be tranlated into an equivalent
protocol without entanglement using the ideas of Ref. [3].
Alice’s measurement can be incorporated into the state
preparation, before the state distribution. Then, she sends
through the channel, with probability 1=2, one of the two
states j B i 2 C2 , where

jhe0 je1 ij;

i1

j i


Bi

p
 2hzj

12 j i:

(14)

where in the last step we used that fMi g is a resolution of
the identity. These equations imply that, for large N, Eve’s
error probability is bounded by an exponential term
jhe0 je1 ijN . This boundpis tight: a simple measurement in
the x [i.e., j1i  j4i= 2] basis attains it (see Fig. 1).
Now, Alice and Bob can establish a key whenever
B
< jhe1 je0 ij;
1 B

(12)

since then [see Eq. (7)] Bob’s error probability decreases
exponentially faster than Eve’s, and this condition is
known to be sufficient for key distillation [17]. More
precisely, if Eq. (12) is satisfied, there exists a finite N
such that Alice and Bob, starting from the raw data and
using this protocol, end with a smaller list of symbols
where IAB > IE . Then, they can apply privacy amplification techniques [14] and distill a key. Using Eqs. (5) and
(6), condition (12) can be shown to be equivalent to
Eq. (4). Since Alice and Bob cannot establish a key
when the state AB is separable [18], we conclude that a
secret key can be distilled in the SIMCAP scenario if and
only if the initially shared state is entangled. 䊐
Our results imply the equivalence between entanglement and security for qubit channels: if a one-qubit
channel, , allows one to distribute entanglement, key
distribution is possible. Indeed, this means that there
exists a bipartite state, j i 2 C2 C2 , such that
167901-3

FIG. 1. Example of measurement attaining the bound of
Eq. (11), where the first outcome, jm0 i, is associated to 0, the
second, jm1 i, symmetric to jm0 i with respect to the z axis, to 1,
and the third, jm? i  j  zi, to an inconclusive result. The
weight of jm? i is minimized. One can consider similar threeoutcome measurements, just changing the angle between jm0 i,
or jm1 i, and the z axis. All the measurements such that jm0 i is
between j  xi and je?
1 i saturate the exponential bound. This
does not mean that EN is the same for all of them. The limiting
cases, jm0 i  je?
1 i and jm0 i  j  xi, correspond to the optimal measurements for unambiguous discrimination and for
maximizing Eve’s information.
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Bob receives the states 
B  j B i. He applies
the filter FB and measures in the z basis. Of course, the
obtained probabilities are exactly the same as in the
SIMCAP protocol using j i, so Alice and Bob can securely distill a key without using any entanglement.
For all the protocols, with and without entanglement, it
is assumed that the channel is fixed. Note that for some
channels, the states j B i may be orthogonal and form a
basis. Eve could then replace her interaction by an intercept-resend attack: she measures in that basis and prepares a new state for Bob. But this would dramatically
change the channel. Thus, Alice and Bob should randomly interrupt the key distribution and switch to a check
stage where they monitor the channel. Entanglement is
not required for this stage either. Those channels that do
not allow one to distribute entanglement are called entanglement breaking. They can be written as [19]
X
j i  trLk j ih jk ;
(15)
k

where k are density matrices and fLPk g define a generalized measurement; i.e., Lk 0 and k Lk  12 . From a
cryptography point of view, this just represents an intercept-resend attack, as the one described above.
To conclude, we have seen that, under arbitrary individual attacks, a secret key can be established in the
SIMCAP scenario if and only if the two-qubit state
shared by Alice and Bob is entangled. This gives a oneto-one correspondence between two-qubit entanglement
and secure key distribution: any one-qubit channel that is
not entanglement breaking is secure. It would be interesting to extend our results to higher dimensional systems
(preliminary results can be found in Ref. [20]), where
there are entangled states, known as bound entangled
[21], that are not quantum distillable. Our analysis can
be trivially extended to the so-called one-copy distillable
states, those states for which there exist local projections
onto two-dimensional subspaces such that the resulting
two-qubit state is entangled. The honest parties should
simply include these projections as a first step in the
measurement part of the distillation protocol. This fact
suggests a complete equivalence between distillable entanglement and key distribution. According to it, the socalled entanglement binding channels, those channels
through which only bound entanglement can be established [22], would be useless for key distribution,
although this remains unproven. A related open question
is the conjectured existence of a classical analog of bound
entanglement, known as bound information [18], that
seems to appear in some probability distributions
Pa; b; e derived from bound entangled states.
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